New approaches to scaling IP routing

Joy Zhang and Paul Francis

Historically there has been only one way to scale IP routing in the Internet: topological hierarchy. Here, a topologically contiguous portion of the network (a "cloud"), such as a campus network or an ISP, is given a contiguous block of addresses. That address block (or address prefix) is aggregated in routing updates so that routers outside of the cloud require only one routing table entry to represent everything inside the cloud. This basic approach was proposed and analyzed early in the development of IP and has served as the sole means of IP scalability ever since.

Topological hierarchy constrains how networks are deployed and addresses are assigned. This constraint is not a good fit for how people like to deploy networks and assign addresses in practice, in two ways. First, a network site (e.g. an ISP customer network) cannot change ISPs without either changing its address prefix, or requiring the new ISP to advertise its address prefix into BGP, thus breaking the coupling between topology and address. The former forces the site to renumber all of its IP devices, while the latter results in routing table growth in the BGP routing core (default free zone)..
One often-proposed fix to this problem is to use geography-based addresses instead of ISP-based addresses. Similar to how phone numbers are assigned, a site's prefix would reflect the geographic location of the site, not its ISP. This approach requires that all ISPs serving a geographic region be topologically interconnected within that region. ISPs have resisted this constraint. Other approaches include using coordinates but these also constrain topology and are not realistic for the Internet.

The second way in which topological hierarchy constrains deployment is with site multihoming, that is, where sites connect to more than one ISP. Here, each site must obtain its address prefix from only one of the ISPs. The remaining ISPs must advertise the prefix, again breaking the coupling between topology and address for those ISPs, again resulting in routing table growth. This growth is only checked by ISPs refusing to propagate prefixes longer than a /24, thus limiting the number of sites that can multihome.

We believe there is new method of scaling global and VPN IP routing (which we call it the Core Router-Integrated Overlay (CRIO)). In a nutshell, with CRIO, ISP routers compute routes to only to prefixes “below” them (i.e. networks that use them for access) and to all major POPs (Tier1 and Tier2, roughly). A separate “mapping table”, which may be distributed to routers via a separate overlay infrastructure, indicates which prefixes are reachable through which POPs. Packets are then tunneled to the destination POP, which detunnels the packets and routes the packet to the destination network. Through the use of tunnels, CRIO allows the decoupling of addressing from topology. As a result of this decoupling, ISPs are given a new tuning knob: one that trades-off routing table size for path length.
Given this simple idea, there are many questions to be answered concerning both the static and dynamic performance of CRIO. The core question for the static performance of CRIO is, what would the routing table size versus path length trade-off be in today's Internet, for both global routes and VPN routes? We show using simulations that CRIO can reduce both the BGP RIB (by nearly two orders of magnitude) and the FIBs due to global routing (by an order of magnitude) and VPNs (by ten to twenty times) with very little path length penalty.

CRIO has the effect of moving much of the task of routing from BGP to the mapping tables. We argue that this shift in functionality is overall beneficial, not only because FIB sizes are reduced, but also because we suspect that distributing mapping tables is inherently simpler than distributed routing.
A key characteristic of a mapping table entry is that it is the same no matter where it appears.  The same cannot be said for routing information.  A given BGP entry is subtly different at different routers, for instance because the AS path may be different, or because the next hop router may be different. As a result, it is hard to look at a given BGP routing table entry and know if it is correct or incorrect: its correctness depends on the state in other routers.  Assuming that one knows the correct value of a mapping table entry, on the other hand, one can determine if it is right or wrong anywhere.

We believe that CRIO affords two benefits to BGP operation. First, there are far fewer entries. Second, the entries that remain refer to ISP POPs, and therefore will be more stable than many routing entries that appear in BGP today.

In summary, the Core Router-Integrated Overlay (CRIO) exploits tunneling to provide two major benefits to the current architecture.  First, it shrinks the size of the BGP RIB which leads to a more responsive and easier to understand Internet routing core.  Second, it provides a tuning knob whereby ISPs can trade-off FIB size for path length. This leads to more predictable router provisioning and increased site multihoming.
